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Abstract— Despite the wide utilization of unmanned aerial
vehicles (UAVs), UAV communications are susceptible to eaves-
dropping due to air-ground line-of-sight channels. Intelligent
reflecting surface (IRS) is capable of reconfiguring the propaga-
tion environment, and thus is an attractive solution for integrating
with UAV to facilitate the security in wireless networks. In this
paper, we investigate the secure transmission design for an
IRS-assisted UAV network in the presence of an eavesdropper.
With the aim at maximizing the average secrecy rate, the
trajectory of UAYV, the transmit beamforming, and the phase
shift of IRS are jointly optimized. To address this sophisticated
problem, we decompose it into three sub-problems and resort to
an iterative algorithm to solve them alternately. First, we derive
the closed-form solution to the active beamforming. Then, with
the optimal transmit beamforming, the passive beamforming
optimization problem of fractional programming is transformed
into corresponding parametric sub-problems. Moreover, the
successive convex approximation is applied to deal with the
non-convex UAV trajectory optimization problem by reformu-
lating a convex problem which serves as a lower bound for the
original one. Simulation results validate the effectiveness of the
proposed scheme and the performance improvement achieved by
the joint trajectory and beamforming design.
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I. INTRODUCTION

HE advancement of unmanned aerial vehicles (UAVs) has

motivated a plethora of applications of UAVs in military,
civilian and commercial domains [2], including aerial inspec-
tion, cargo transport, search and rescue, video steaming, efc.
Specifically, thanks to high maneuverability and cost-effective
deployment, UAVs are gaining popularity in serving as aerial
communication platforms to enhance the coverage, capacity
and energy efficiency of existing wireless networks [3]-[5].
On the other hand, integrating UAVs into cellular networks
as aerial users is envisioned to yield significant performance
enhancement in network reliability and throughput [6]. In par-
ticular, UAVs are more likely to establish line-of-sight (LoS)
wireless links [7], resulting in better air-ground communica-
tion quality.

Compared to the terrestrial communication infrastructure
that is conventionally stationary, the three-dimensional (3D)
mobility of UAVs offers a new design degree-of-freedom
(DoF) to boost network performance. Deploying UAVs as
quasi-stationary aerial base stations (BSs), Alzenad et al
proposed an efficient placement method for UAV-BSs to
maximize the number of covered users with the minimum
transmit power in [8]. Furthermore, they investigated a novel
3D UAV-BS placement to maximize the number of covered
users with different quality of service requirements in [9].
Employing the UAV’s mobility, Xu et al. solved the sum
energy maximization problem for a UAV-enabled multiuser
wireless power transfer system in [10] by optimizing the
UAV’s trajectory. In [11], the UAV trajectory was jointly
optimized with power control and user scheduling and asso-
ciation by Wu et al., to maximize the minimum throughput
among all users. In [12], the sum rate of all users served
was maximized by jointly optimizing the UAV trajectory
and the BS precoding. Furthermore, Shen ef al. investi-
gated a UAV-enabled interference channel in [13], where the
joint trajectory and power control problem was resolved to
maximize the aggregate sum rate. Different from the pre-
vious works that focused on the horizontal UAV trajectory,
Yao and Xu [14] exploited the UAV’s 3D maneuver together
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with the transmit power adaptation to maximize the average
secrecy rate.

Despite the appealing advantages, UAV communication
networks still face many new challenges. Compared to air-air
wireless links, air-ground channels are more prone to block-
ages caused by obstacles and mountainous terrain, which
restrains the performance of UAV systems [15]. Another
crucial issue is that the UAV broadcasting channels are more
easily exposed to eavesdropping, which has spawned extensive
research on the secure UAV transmission. To address this issue,
employing jamming is envisioned as an effective solution
to combat the wiretapping without degrading the legitimate
transmission. Specifically, the trajectory, resource allocation
and jamming policy were jointly designed in [16] and [17] to
maximize the average minimum secrecy rate and the system
energy efficiency, respectively. Furthermore, artificial jamming
can be jointly optimized with the transmit beamforming at
UAV to achieve secure transmission for all the legitimate
users as studied by Chen er al. in [18]. It is worth noting
that intelligent reflecting surface (IRS) is a promising solution
to address these issues, due to its capability of restructuring
wireless propagation environment [19]. Composed of a large
array of reflecting elements, IRS can reflect the incident signal
passively to either enhance the desired signal or suppress
the interference with no need of any radio-frequency (RF)
chains [20]. Motivated by this, there have been considerable
works that utilize IRSs in terrestrial wireless networks to
boost throughput [21], energy efficiency [22], as well as
security [23].

Recently, IRS has attracted significant attention to be inte-
grated into existing UAV networks to further unleash the
air-ground network potential [24], [25]. There are mainly two
paradigms for combining IRS and UAV to meet diverse net-
work demands, depending on the installation of IRS. One type
is the IRS-assisted UAV communication network [26]-[29],
where the IRS installed on the surface of a building is
introduced to help reflect the signal between the UAV and
ground nodes. In [26], Li et al. jointly optimized the UAV
trajectory and the IRS passive beamforming, intending to
maximize the average achievable rate. In addition, Ge et al.
employed multiple IRSs to assist UAV communications
in [27], where the UAV trajectory, active beamforming and
passive beamforming were jointly optimized to maximize the
received power at the user. The joint design of UAV trajec-
tory, IRS scheduling, and resource allocation was investigated
in [28] by Wei et al. to maximize the system sum rate.
Furthermore, a novel secure IRS-assisted UAV system was
presented in [29], and the secrecy rate was maximized via the
joint design of trajectory, transmit power and phase shifters.
Another study case considers mounting the IRS on a UAV so
as to enable the intelligent reflection from the sky [30]-[32].
Benefiting from the high mobility of UAV, the location of
IRS is able to change accordingly, offering a new DoF
for performance improvement. Deploying the IRS on UAV
to achieve the energy-efficient end-to-end communication,
Mohamed and Aissa jointly designed the beamforming vector
at the BS and the phase shift matrix of the IRS in [30]. In [31],
a reinforcement learning approach was adopted to model the
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propagation environment for effective deployment of a UAV-
carried IRS. Due to the limited on-board energy of UAYV, the
IRS was anticipated to harvest energy from the unreflected
fraction of signals to power itself. In addition, an IRS-UAV
based multiple-input single-output (MISO) NOMA system
was proposed in [32]. Therein, the location of IRS-UAV was
optimized first, followed by optimizing the transmit beam-
forming and the phase shift of IRS alternately. Nevertheless,
these works only studied the placement of static UAVs while
the 3D mobility of UAVs has not been utilized.

Most of the existing works employ the IRS to improve the
sum rate, while few of them consider dealing with the threat
of eavesdropping. When the legitimate and eavesdropping
users are in the same direction, conventional beamforming
and artificial noise cannot fully ensure the secure transmission.
Motivated by this, in this paper, we utilize an IRS to enhance
the quality of the legitimate transmission while degrading
that of the eavesdropping, enabling a secure transmission
scheme for the IRS-assisted UAV network. Unlike the existing
optimization designs for IRS-assisted UAV networks that
either consider single-antenna UAVs or transmission without
potential eavesdropping, our goal is to maximize the average
achievable secrecy rate by jointly optimizing the transmit
beamforming and the trajectory for the UAV and the passive
beamforming for the IRS. The main contributions of this paper
are summarized as follows.

o We present an IRS-assisted UAV network, where the
IRS is employed to help the UAV transmit confidential
information to the ground user in the presence of an
eavesdropper. To guarantee the secure communication
between the UAV and the legitimate user, the UAV
trajectory, the transmit beamforming, and the phase shift
of IRS are jointly optimized to maximize the average
achievable secrecy rate during the flight.

o The original problem is intractable and hence is decom-
posed into three sub-problems. An iterative algorithm is
developed to solve the sub-problems in an alternating
manner until convergence. Given the other two variables,
the closed-form solution to the transmit beamforming at
the UAV is easy to acquire. Due to the induction of IRS
and the eavesdropper, the optimization problems of IRS
passive beamforming and UAV trajectory are complicated
and non-convex.

o To obtain the phase shift matrix of IRS, a fractional
programming method is adopted by recasting the problem
into a series of parametric sub-problems. Furthermore,
a closed-form solution is obtained by substituting the
objective with its upper bound. Utilizing the successive
convex approximation (SCA), the non-convex optimiza-
tion problem of UAV trajectory is converted into a convex
one and solved iteratively.

The remainder of this paper is structured as follows.
In Section II, we introduce the system model and formulate
the joint optimization problem. Furthermore, the problem is
divided into three sub-problems and solved by an iterative
algorithm in Section III. Section IV presents the simulation
results to demonstrate the performance of the proposed design.
Finally, we conclude the work in Section V.
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Fig. 1. Secure transmission in an IRS-assisted UAV wireless network.

Notation: Vectors and matrices are denoted by a and A,
respectively. (1), (-)* and (-)¥ refer to the transpose, the
conjugate, and the Hermitian operations, respectively. || - || is
the Euclidean norm of a vector and | - | represents the absolute
value of a complex scalar. ® denotes the Kronecker product.
For a complex number a, arg(a) and Re(a) return its phase
and real part, respectively. A4, (A) returns the maximum
eigenvalue of A. diag(a) stands for a diagonal matrix whose
diagonal elements stem from a.

II. SYSTEM MODEL AND PROBLEM FORMULATION

In this section, we first present the system and channel
models. Then, the joint optimization problem is formulated
to maximize the average secrecy rate.

A. System Model

We consider an IRS-assisted UAV wireless network exposed
to the eavesdropping, as illustrated in Fig. 1. Assume that
the eavesdropper is an active user but is untrusted and has
no authority to access the confidential information between
the UAV and the legitimate user. In particular, the direct link
between the UAV and the ground user is severely blocked by
ground obstacles due to the complicated urban environment.
To enhance the legitimate transmission while combating the
eavesdropping, an IRS is mounted on a building facade to
assist the air-ground communication by reconfiguring the
propagation environment. Assume that the UAV is equipped
with N,, antennas, while both the user and the eavesdropper
have a single antenna. The UAV is assumed to fly at a fixed
altitude H,, above the ground within a time period 7'. For ease
of tractability, we divide 7" into N small time slots so that the
location of UAV can be approximately considered unchanged
in each time slot.

Without loss of generality, a 3D Cartesian coordinate system
is considered, where the horizontal coordinates of the legiti-
mate user and the eavesdropper are denoted by C; = [z, yi]”
and C. = [re, .|, respectively. The first element of IRS is
regarded as the reference point which is assumed to be located
at the horizontal location C; = [x7,y7]” with the height Hj.
The location of UAV projected onto the ground in the nth time
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slot is denoted as q[n] = [z[n],y[n]]T, n = 1,2,..., N. The
initial and final locations of UAV during the flight are given
as q; and q, respectively. As a consequence, the following
mobility constraints of UAV should be satisfied.

alt) =ar. Jaiv - arl* < (57 )

(la)

Vi T\
lafrn + 1] — q[n]|* < (%) , n=1,...,N —1,(1b)
where V,,, is the maximum speed of UAV and (V,,T)/N

denotes the maximum horizontal distance that the UAV can
fly in each time slot.

Assume that the IRS consists of a uniform planar
array (UPA) with M = M, M, reflecting elements, where
M, and M, denote the number of elements along the x-axis
and z-axis, respectively. The phase shift matrix is denoted as
®[n] = diag(e??1[nl ... edemlnl . edenln]) where ¢, [n]
represents the phase shift incurred by the mth reflecting
element in the nth time slot.

B. Channel Model

Due to the obstacles such as buildings and trees in the
complex environment, the LoS link from the UAV to the
ground nodes are blocked and the direct channels consist of
lots of scattering components. As a result, the UAV-ground
channels follow Rayleigh block fading,! with the channel
model from the UAV to the legitimate user and that to the
eavesdropper given respectively as

hfl[n] pd, § [n]hy,[n] € TN, @)

pdu[nlhy c[n] € PN, 3)

where p represents the channel power gain at the reference
distance dy = 1 m, « is the path-loss exponent, d, ;[n] =
Vlg[n] — Ci]|2 + H2 denotes the distance from the UAV to
the secure user or the eavesdropper in the nth time slot,
i € {l,e}. The elements of h, ;[n](i € {I,e}) are assumed to
be independent and identically distributed complex Gaussian
variable with zero mean and unit variance.

Similar to the assumptions in [27] and [33], the channel
between the UAV and IRS is considered to be dominated by
LoS links thanks to the vertical heights of UAV and IRS.
Furthermore, Doppler effect caused by the UAV mobility is
supposed to be well compensated. Thus, the UAV-IRS link
can be modeled as

Hy[n] = \/pdgi[nlaj;[n]an, [n] € CMe (@)
where dyr[n] = +/[la[n] — Cr||2 + (H. — H)? denotes the

3D distance frorn the UAV to the IRS in the nth time slot.
Particularly, a%,[n] and ay,[n] are array responses in the
nth time slot, which are obtained in the following.

! Although we cannot obtain the accurate air-ground CSI in advance, it can
provide a performance upper bound for more practical designs with statistical
or partial CSI only.
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With the element spacing of IRS denoted by CL and c?z in
Axis x and Axis z, respectively, the receive array response of
IRS can be expressed as

an[n] = a(¢[n], 0[n]) @ a.(¢[n], O[n)), Q)
where
8, (0[], 6ln]) = [1,..., e XA smtlnlcosolal]
(6a)
a.(gn], 0fn]) = [1,..., e HEOEDeostll] - (gb
sin 0[n] cos ¢p[n] = %Fn[]n], cosf[n] = % (6¢)

¢[n] denotes the azimuth angle of arrival (AoA) and 6[n]
represents the elevation AoA in the nth time slot. \ is the
carrier wavelength.

The antennas equipped at the UAV is assumed to be a uni-
form linear array (ULA). With the known angle-of-departure
(AoD) ¢p[n] and the antenna separation d, the transmit array
response can be expressed as

1’efj2T’rc?cos¢D[n] ,67 T’r (Ny—1) cos ¢ p[n :| (7)

aNU[n] =

Compared with the UAV-IRS channel, the IRS-ground chan-
nels are much more complicated and include both LoS and
NLoS components. We model the channel from the IRS to
a ground node 7 as a Rician block fading model, i € {l,e},
which can be given as

hIZ dez <~( IC+1 I'L VK:—}—lhI’L )7 (8)

where dr; represents the distance between the IRS and the
ground node, 3 is the path-loss exponent, and C denotes the
Rician factor. With the azimuth and elevation AoDs for
the LoS link from the IRS to node 7 denoted by ¢; and 0;,
the LoS component can be obtained as

PR

R = 1 e
(1, e d B EOLDent] (g
. bii
sin 6; cos ¢; = i xI, cosf; = —~ (9b)
dr,i 1

In addition, the NLoS component EJIVZ [n] € CM*1 is modeled
as complex Gaussian distributed with zero mean and unit vari-
ance, i.e., vaz [n] ~ CN (0,1I). Based on the existing channel
estimation approaches for IRS-assisted communications [34],
we assume that all the channel state information (CSI) is
available in this paper.

The received signal at the legitimate user and at the eaves-
dropper in the nth time slot can be respectively modeled as

= (b, [n] + hr[n)@[n]Hy [n]) winlz[n] + z[n], (10)
yeln] = (Wi [n] + hye[n]@[n[Hor[n]) winjz[n] + z[n], (11)
where x[n] is the transmitted signal, w[n] € CN«*1 denotes
the beamforming vector at the UAV, and z[n] ~ CA (0, 07)
and z.[n] ~ CN (0,02) denote the additive white Gaussian

noise (AWGN) at the secure user and the eavesdropper,
respectively.

yi[n]
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C. Problem Formulation

Based on the system and channel models, the achievable
rate of the legitimate user and that of the eavesdropper in the
nth time slot can be respectively given as

|(hii[n] +hy[n}@[n ]HUI[n])W[n]f) ,(12)

Ry [n]=log, (1 + 5
1Hw[n1>w[n1|2> a3

9
Furthermore, the average achievable secrecy rate between the
UAV and the legitimate user can be calculated as

R.— %ﬁ; [Ruln] - RE[n]r,

where [z]* £ max(z,0). Note that if the value of Ry [n] —
Rpg[n] is negative in the nth time slot, we can make the
transmit power P, = 0, resulting in Rg[n] = Rp[n] —
Rg[n] = 0. Thus, the secrecy rate can be always guaranteed
to be non-negative via adjusting the transmit power. In this
regard, the operator [-]T can be removed without changing the
value of (14).

To ensure the secure transmission, our goal is to maximize
the average achievable secrecy rate by jointly optimizing the
UAV trajectory Q = {q[n],Vn}, the transmit beamforming
W £ {w[n],Vn}, and the phase shift matrix ¥ = {®[n],Vn}.
Accordingly, the joint optimization problem can be formulated
as

‘(hu e[ ]+hle[ ]‘I’[TL

2
Oc

Rg[n]=log, <1 +

(14)

max R (15a)
QwW, ¥
Vi T\
st all=analN]-arl < (F5) 0 asy)

Vi T\
||q[n+1]—q[n]|2s(T’) R

(15¢)
0 < omn] < 2w, Vm,Vn, (15d)
Iw[n]l|” < P., Vn, (15¢)

where P, is the maximum transmit power of UAV. It is difficult
to handle this problem since the optimization variables are
coupled in the objective function. To address this issue, the
joint problem will be decomposed into three sub-problems and
solved iteratively in the next section.

III. JOINT OPTIMIZATION FOR SECRECY
RATE MAXIMIZATION

In this section, an iterative algorithm is proposed by opti-
mizing the three variables in an alternating manner to achieve
a high-quality suboptimal solution to the secrecy rate max-
imization problem. Specifically, the optimal solution to the
active beamforming can be obtained directly in a closed form.
For the non-convex optimization problems of phase shift and
trajectory, we resort to SCA and solve their approximated
problems instead.
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A. Active Beamforming Design for UAV

By fixing Q and W, the transmit beamforming sub-problem
can be equivalently reformulated as

~ 2
[Buwin]| -+ o?
max -— 5 (16a)
win] h. [n]w[n]‘ + 0’2
|win][|* < Pu, Vn, (16b)

where the concatenated channels are denoted by hl [n] =
hi[n] + byl [n)®[n[Hy fn] and he[n] weln] +

hfe[n]q)[n]HU[[n]. By defining H;[n] Hfl[n]hl[n] and

~H ~
H.[n]| = h, [n]h.[n], (16) can be rewritten as
H 2
[n]Hu[n}w(n] + o

winl  WH[n]H,[n]w[n] + o2 (7)

s.t. win]w[n] < P,, Vn. (17b)

According to [35], the optimal solution to the transmit beam-
forming is given by Wopt[1] = V/PuVinaz [0, Where Vipqz (0] is
the eigenvector corresponding to the largest eigenvalue of the
matrix (H.[n]P, + 021y,) ' (Hi[n]P, + 02Iy,). Iy, €

CNuxNu represents an identity matrix.

B. Passive Beamforming Design for IRS

We redefine ®[n] = diag(f1[n], ..., 0 [n]), which has unit
modulus constraints. With the optimized active beamforming
and given UAV trajectory, the optimal phase shifts of IRS can
be obtained by solving

2
(b, [n] +h7) [0 [n]Hygn]) wln]~ + o7
max : 5 (18a)
L (bl [n] 4 [0 (] Hygn] ) win]” + o2
Om[n]| =1, m=1,..., M. (18b)
First, introduce an auxiliary vector uf[n] = [61[n],...,

Orr[n]]. Due to the equality a” ®[n]b = u [n]diag{a}b,
we have h?l [n]®[n]Hy[n)wn] H[n]diag{hgl [n]}
Hy;[n]w[n]. Based on this, the problem (18) can be rewritten

as
max |al In] + [n]bl ig ‘2 12 (19a)
“["1 |ac[n] +uH [n] e[n]I 2
- |Om[n]| = =1,...,M, (19b)
where a;[n] = h.},[n]w[n], b[n ] diag{h7}[n] }Hu[n]wn],
ac[n] =h] [n ] [ . and be[n] = diag{h{ [n]}Hy [n]wn].

To make it solvable, we further transform (19) into an equiv-
alent form as

Hip be[n]\2+02

|ac[n] + u”[n]
min (20a)
“["1 lay[n] + uH [n]by[n]|* + o7
|9m[n]|:1, m=1,..., M, (20b)

which belongs to fractional programming and can be converted
into a series of parametric sub-problems according to [36].
In the rth iteration, we proceed to solve the following sub-
problem.

+u [ ]be[nH2 + 0?2

min ‘ae
u[n]
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=1 (|al[n] Luf

O]l =1, m=1,...,

[n]bl[nH2 + 012) (21a)
M, (21b)

where 7(") (1 > 0) is a nonnegative parameter with an initial
value (°) = 0, and can be updated by

o |aelnl £ e b n]]* + o2

22
|a[n] + u(”)H[n]bl[nH2 + o? 22

u(MH[n] is the solution obtained in the rth iteration. It is
worth pointing out that the objective function in (21a) is
still non-convex and difficult to handle. Thus, we substitute
it with a tractable upper bound. Specifically, based on [37],
the relationship is detailed as

|ac[n]+u [n]b.[n] |2+U§ - (‘al[n]—i—u n]|2+012)
= u”[n] (be[n]bf [n] = by [n]bf [n])u[n] + [ac [n]|* + o2
—2Re{u"[n] (af [n]bu[n] — a[n]b.[n]) } —nlai[n]|” —nof
< Amaz(A[n]) [uln]|* — 2Re {u"[n]B[n]} + Cln],  (23)
where A[n], B[n] and C[n] are given by
Afn] = be[n]bl [n] — by [n]b] [n], (24a)
Bln]=(Amaa(Aln)I-Aln])un]+na;[n]bin] —agn]bn],
(24b)
Cln] = 0" [n] Aoz (A[n))I—Aln]) an]
+ [acln]l* + oF = nla[n]|” — nof. (24¢)

Note that u[n] denotes the optimal solution to u[n] in the
previous iteration. Thus, the phase shift optimization problem
can be simplified as

min Amaz(An]) [u[n]||* = 2Re {u [n]B[n]} (25a)
s.t. |Omn]l=1, m=1,..., M. (25b)

The umt modulus constraint |0,,[n] 1 results in
[u[n]||*> = M, which means that Apq.(Aln]) |lun]|” is a
constant. In this case, it is obvious that the objective function
is minimized when Re {uH n]} is maximized. To achieve
this, the phase of 6,,[n] is required to align to the phase
of the mth entry of B[n] which is recorded as B,,[n].
Accordingly, the optimal solution to 6,,[n] is calculated as
0:.[n] = e/28Bm(n]) and the optimal phase shift vector can
be obtained as

efareBilnl) (26)

Uopt [n] = eJarg(Bum [n])} .

Therefore, we have a closed-form solution in each iteration,
which significantly reduces the computational complexity.

C. Optimizing UAV Trajectory With Given Beamforming
With the transmit beamforming and the phase shift matrix
obtained by solving the abovementioned subproblems, the
UAV trajectory optimization sub-problem can be separated
from (15) as
N

max > (Rufn] — Rl

n=1

(27a)
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Vi T\
stoall=ap oV -ael*< (G5) L em)
V., T\
Jafo+1]-alnl* < (%5) L 0=t N
(27¢)

This problem is intractable due to the non-convex objective

function, for which we can apply SCA to make it convex.
As observed, both Ry [n| and Rg[n] are neither convex

nor concave. To deal with Rp[n], we make mathematical

operations on the received signal power at the legitimate user

as

‘(hH [n] + hf{l [n]®[n]Hy n]) wn|

u,l

= Xy[n]d; ¢ [n)+ Yilnld,, ? [n]dg} [n] + Zin]dgEn],  (28)

‘ 2

where the constant coefficients are derived as

Xi[n] = i [n] WinJh, [n], (29a)
2

mm:ReGmMWWmemﬁm§,@m
Zi[n] = Gi[nlaj; [nlan,[n|Wn]a}y, [n]ay, [n]G{ [n].
(29¢)
In (29), W[n] = win]w[n] and G,[n] = hf{l [n]|®[n].

Similarly, to make Rg[n] solvable, the transformation on
the signal power received at the eavesdropper can be given as
(n i

u,e

[n] + i’ [n]@[n]Hy[n]) win]

= Xc[nldy & [n]+Ye[nldu ¢ [nldg} [n]+ Zenldg?[n).  (30)
where

X.[n] = Ry [n]Wnlh, ,[n], (31a)

nm:megmﬁmemmﬁm§,mm

Ze[n] = Ge[n]ay [n)an, [n]Wn]ajy, [n]ay, [n]GE [n].
(31c)
In (31b) and (31c), G.[n] = h¥ [n]®[n].
By introducing auxiliary variables t; = {t1[n],¥n} and
to = {t2[n],¥n}, the original problem (27) can be reformu-
lated as

max > (logy(e)ts[n] ~ logy(e)taln)

32
Q,ty,t2, (322)
V1,V2,V3 n=1
s.t. 14+ L D) > el (32b)

g
1+ L En) < el7), (32¢)
g
Vi T\
alt] =y, [l -arl < (55) G
VT 2
Jato+11-alall? < (55) =t N -1
(32¢)
where D[n| and E[n| can be expressed as
Din] =Xi[n]d, ¢ [n] +Yi[nld, F[n]dy}{n] + Zin]dgfin], (33a)

vl
E[n]=X. [n]d;‘;‘[n]—|—Ye[n]d;§[n]dal[n]+Ze[n]d7]2[n]. (33b)
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Note that the constraints (32b) and (32c¢) are still non-convex,
wherein D[n] and E[n] should be converted into a concave one
and a convex one, respectively. Motivated by this, we focus on
finding approximate substitutions for D[n] and E[n] to convert
the constraints into convex ones.

For convenience, we define several functions as

Fy[n] = Xi[n]d, 7 [n], (34)
Fy[n] = Yi[n)d,,  [n]dgln], (35)
F.[n] = Z[n]d7[n] (36)

Lemma 1: Non-concave F,; [n] and Fy[n] can be transformed
into concave ones as

Fu[n] = Lo (01[n], v1[n]) (37a)
F.[n] > L (vs[n], vs[n]), (37b)
where
Lyo[n}viln)) = (+a)Xi[n]o; *n]-aXin)o; “ njoiln],
(38a)

L. (v3]n], v3[n]) = 3Zi[n]vs In] — 2Z;[n)o5 n]vsn]. (38b)
In addition, the following inequalities should be satisfied.

d j[n] + 07 [n] — 201 [n]us[n] <0, Vn,  (39)

d?;[n] + v5[n] — 203[n]vz[n] < 0, Vn. (39b)

Proof:  First, we introduce slack variables v; =
{v1[n],Vn} and v3 = {vs[n], Vn}, which satisfy

dua[n] <wviln], durln] <wsln], Vn. (40)

Recall the fact that a convex function is globally lower
bounded by its first-order Taylor expansion at any local points.
Since v?[n] is convex, with the given local point o1 [n], its
first-order Taylor expansion can be expressed as

viln] 2 93 [n] + 201 [n](v1[n] — Ba[n])

= —5%[n] + 201 [n]v1[n)]. (41)

According to (40), we have d,, ;[n]*> — v1[n]? < 0. Therefore,
by substituting v1[n]? with its first-order Taylor approxima-
tion, (39a) can be obtained. Based on the same idea, (39b)
can be easily proved.

Due to the fact that Wn] = win]w''[n] is generally a
positive semi-definite matrix which holds W{[n] > 0, we have
Xi[n] > 0 and Z;[n] > 0 according to the expressions (29a)
and (29¢). Replace d,, ;[n] and dyr[n] with v1[n] and vs[n],
respectively, we have

7

Fyln] = Xi[n]o*[n],
F[n] > Zy[n]vz *[nl,

(42)
(43)
which are convex with v1[n] and vs[n|. Hence, Fj[n] and
F,[n] are lower bounded by the corresponding first-order
Taylor series of the right-side terms as

Fyln] = (14 0)Xi[n]oy “[n] — aX[n]oy * [n]vr [n]

£ L, (v1[n],v1[n]), (44)
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F.[n] > 3Zi[n]vy %[n] — 2Zi[n]v; °[n]us[n]
2 L. (v3[n], vs[n]) , (45)
which are affine functions and also concave. [ |

Nevertheless, Y;[n] is not necessarily positive or negative.
When Y;[n] > 0, through utilizing slack variables v;[n] and
vs[n], Fy[n] can be approximated by the first-order Taylor
series as

—Yi[n]o, ? [n)v3*[n]vs[n)
2L, (0

[TL], U3 [TL], U1 [TL], U3 [n]) .
In contrast, if Y;[n] < 0, the above operations do not make
sense anymore. Therefore, Lemma 2 is proposed to render
F,[n] concave under this condition.

Lemma 2: When Yj[n] < 0, the concave lower bound of
F,[n] can be given as

(46)

(47)

where

W (2 + vl -

+ oV, Y nVi[n] — 3V5 2] + 2{73—3[71]\/3[71]} . 48)

T, = (1+ )V, ]

The inequality above is based on the following constraints:

V2 ]+ la'Tn]l|* —2(qn)—-Co) " q[n]-||Ci |+ HZ <0, (49a)
V2 [l a1 |1* —2(a'In]=Cr) "aln]—|| C1 | *+H; <0, (49b)
where H,; = H, — Hj.

Proof: Particularly, we introduce another two relaxation
variables Vi = {Vi[n],¥n} and V3 = {V3[n],Vn}, which
satisfy

‘/1[71] < dul[ ]a

In this case, Y;[n]V] * [ V5 '[n] serves as a lower bound for
F,[n]. Then, with the given local points V;[n] and V3[n], the
alteration of Fy[n] can be given as

Vi[n] < dyr[n], Vn. (50)

Fyln) = YifnlVi ¥V o
= (e v) - v - v
S T (v ¥l + v )~ (4 )7

+aV [nlViln] — 3V ?[n] + 275 ]Vl
£ 7, (Van], Va[n], Vi [n], Va[n]) , (51)

where Step (a) is based on the fact that the terms V;~ *[n] and
Vg_z[n] are convex. 7, can be easily proved to be concave
under the condition Fy[n] < 0 by using its Hessian matrix.
According to (50), we have V[n] — di ] < 0, where
—di}l[n] —|lq[n] — C;||> — H2. Since the negative norm-
squared function —[[q[n] — ;|| is concave with respect to the

variable vector q[n] it has a convex upper bound given as

q’[n)-C)" (aln]—q"[n])

—llaln]- CzH2 —||q [n] = Ci1*—2(
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= —la"[n)|* +2C{ q" [n] = € |* ~2(q" [n}-C1) " (a[n] 4" [1])
= lla"[n)l* ~2(q" [n] - C)"q[n] - | C:l|*, (52)

where Step (b) follows the fact that the first-order Taylor
approximation is a global upper estimator of a concave func-
tion. q"[n] denotes the given point and Q" £ {q"[n],Vn}
denotes the trajectory of UAV in the rth iteration. Obviously,
(49a) can be obtained by substituting —diJ[n] with its upper
bound. Similarly, (49b) can be attained via applying the
first-order Taylor expansion of —d3;[n]. [ |

Define a binary variable I, [n], which indicates Y;[n] > 0 in
the nth time slot if I;[n] = 1; otherwise, I, [n] = 0. Based on
the above derivations, the concave lower bound for D[n] can
be obtained as

Din] (:) Fy[n] + Fyln] + F[n]
> La[n] + Lz[n] + Iy[n]Ly[n] + (1—1y[n])7y[n]
= Din] (53)

In Step (c), we remove the parentheses for simplicity and
replace the derived first-order Taylor approximations with
Ly[n], L;[n], Ly[n] and T, [n].

In (32¢), e2[" is convex and hence is approximated by its
first-order Taylor expansion at a given feasible point Z2[n].
We have

(54)

As for E[n] in the left side of (32c¢), it is required to be
converted into a convex function. Similar to the operations
on DIn], new functions related to E[n] are defined as

2l > e2ll(t,n] — fo[n] + 1).

Foln) = X.Inld; 2[n, (55)
Fyln] = Yelnldu 2 [n]dgiln], (56)
F.ln] = Ze[n]dy7n). (57)

Contrary to D[n] that needs a concave lower bound, E[n]
ought to be approximated by a convex upper bound. Moti-
vated by Lemma 1, we introduce auxiliary variables v,
{va2[n],Vn} and Vo = {V5[n],Vn}, which yield

dyeln] <wsln], Van] <dyel[n], n.
The conclusions are also tenable that X.[n] > 0 and Z.[n] >
0, and Y[n] are not necessarily positive. To cope with F[n]
and F,[n], we utilize V3[n] and V3[n] to replace d, .[n] and
dyr[n], respectively, to obtain their upper approximations as
Faln] < Xe[n]Vy *[n] = Suln], (59)
F[n) < Ze[n)Vs *[n] £ S:[n), (60)
which are convex. Moreover, when Y.[n] > 0, F,[n] is
converted into a convex counterpart as
Ye[n]

(58)

£l < 2 (v B+ v ) - v - v
< Y (v B v ) - (1 )V
+aVy " n]Valn] - 3V 2[n] + 275 ] Va ]

= Sy (Valnl, Vs[n], Va[n), Va[n]) (61)

where V»[n] and V3[n] are the given local points.
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In the other case when Y.[n] < 0, Fy[n] can be approxi-
mated by its upper-bound function concerning v2[n] and v3[n].
Specifically, it is transformed into a convex one as

a

Fylnl < @2+ 5)Yelnloy * )55

— SYeln)oy ol * Infualn] - Yeln]oy ® (o nfus o]

= Qy (va[n], s[n], va[n], vs[n]) , (62)
where 72[n] and v3[n] denote the given feasible points.

Using Zy[n| = 1 to imply Yc[n] > 0, E[n| can be
approximated as

Eln] = Fin] + Fy[n] + F.[n]
< Spn]+ S.(n] + Iy [n]Sy[n] + (1—
2 Eln).

Zy[n]) Qyn]
(63)

After the aforementioned transformations, the original con-
straint (32¢) can be rewritten as

1+ %E‘[n] < e (ty[n] — a[n] + 1),

(64)
which is convex now.

As a result, the trajectory optimization problem can be
recasted into a convex problem as

Qntllaé Z t1[n] — tan (65a)
ViViV,
s.t. 14+ L2 D[n) > el (65b)
ag
1+ LB < M (tafn] = Baln] +1). (650)
d2 n] + T)%[n] — 201[nju1[n] <0, Vn, (65d)
u e[ ] + 1)2 [TL] — 20, [n]UQ[n] < Oa Vn, (656)
d;r[n] + v3[n] — 203[nJvs[n] <0, Vn. (65f)
V2] + [la"[n]lI” — 2(q"[n] — C1)"q[n]
—lC)? + HZ <0, (65g)
VZ[n] + " [n]]” - 2(q"[n] — Cc)"q[n]
—|IC.|* + H2 <0, (65h)
VE[n] + lla" []]” — 2(q"[n] — C1)"q[n]
—|ICh|> + H2, <0, (651)
Vi T\ > .
il =ar. o] -arl” < (55) s
VT
O G N 't
(65k)

which can be solved efficiently by existing optimization tools.
Due to the approximate conversions that we adopt above, the
optimal solution to (65) is not equivalent to the problem (27).
Hence, (65) needs to be solved iteratively to approach the
optimal solution to (27), and the approximations will be
compact if it converges.
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D. Overall Algorithm

An effective algorithm is proposed to further enhance the
network security by solving the three sub-problems alternately
until convergence. With fixed UAV trajectory and IRS phase
shifts, the optimal transmit beamforming can be obtained
directly, while the solutions to the passive beamforming and
UAV trajectory are updated by solving the approximate prob-
lems converted from the non-convex ones in each iteration.
The detailed procedure of the iterative algorithm is summa-
rized in Algorithm 1.2

Algorithm 1 Iterative Algorithm for Joint Precoding and

Trajectory Optimization

Input: Set initial variables Q°, W%, ¥°, v{ vJ vi, V{ V9,

VO, t(l), tg and n(o). Denote iteration number » = 0 and
k = 0. Set the convergence thresholds £; and 5.

1: repeat

2:  repeat

3. Qr+1 _ Qk.

4: With given Q"' and ¥, calculate Wy [n] =

VPuVimaz[n] and let W 2 Lw, (0], Vn}

5: With given Q" and W', calculate u
(26) to yield w1,
Denote the objective function in (21a) as "1,
Update: r = r + 1.

until [¢"] <&

WAL = W and F+! = @,

10:  Solve (65) to obtain the optimal UAV trajectory denoted

as Q"1 with updated WF** and wH+1,

11: Update: k=k+1,7r=0 and e = K_}{g

12: until €5 < e5. :

Output: The final solution set {QF ™!, W*T! wh+1],

Opt based on

© 23D

It can be noticed that there are two layers in Algorithm 1,
including an outer iteration and an inner iteration. According
to the results in [36], the fractional programming in the inner
layer can always converge to the stationary and optimal solu-
tion. In the outer layer, the block coordinate descent method
is adopted, and we update Q" and {W*, ¥*} in an alternating
manner. Although the approximate problem for UAV trajectory
optimization is solved in each iteration, the original objective
value R, is still non-decreasing over iterations due to the
optimality of convex problems in each iteration. Furthermore,
the objective value R, by solving (25) or (65) generally gives
a lower bound for the problem (15). As the objective value
of the problem (15) is upper bounded by a finite value, the
proposed algorithm is guaranteed to converge to at least a
locally optimal solution based on the studies in [38]. Due to the
closed-form solution to the active and passive beamforming
in each iteration, the complexity of calculating W in Step 4
and obtaining W in Step 5 can be neglected compared to that
of solving (65) in Step 10. Consequently, the complexity of

2Using the iterative algorithm and SCA, the proposed design can be
extended to a more general case of multiple legitimate users and eavesdrop-
pers.
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TABLE I
SIMULATION PARAMETERS

UAV flight altitude H, =100 m
Maximum UAV velocity Vi =20 m/s
The altitude of IRS H;y=30m
Number of antennas N, =16
Number of IRS reflecting elements M =64
Maximum transmit power P, =20 dBm
Channel power gain at the reference | po = —30 dB
distance

Noise power of =02 = —80 dBm
Path loss exponents a=35 =24
Rician factor K=5

Antenna separation d= %

Element spacing of IRS de =d, = %

—6—M=100
—A— M=64

Average Secrecy Rate (bit/s/Hz)

26F 2702 A .
2.701
2.5/ -
5 6 7 8
24 ‘ ‘ ‘ ‘ ‘ ‘ ‘ ‘ ‘ ‘

Number of Iterations

Fig. 2. Convergence of the proposed algorithm. 7" = 40 s.

the proposed algorithm is in the order of O(K N3-5), where
K represents the number of iterations.

IV. SIMULATION RESULTS

In this section, simulations are conducted to evaluate the
performance of the proposed design for secure IRS-assisted
UAV networks. Unless stated otherwise, the default simulation
parameters are presented in Table I. The coordinate system
is set with the origin at the location of IRS. The legitimate
user is assumed to be located at C; = [20,30]7 m, and
the initial and final horizontal coordinates of UAV are set as
q; = [-300,80]7 m and q7 = [300,80]7 m, respectively.
Moreover, the UAV and the legitimate user are supposed to
be in the same side of the RIS during the service to achieve
effective reflection. The eavesdropper is randomly generated
and located close to the legitimate user. In the simulations,
we use the time slot length 6 = T/N = 1 s when designing
the UAV’s trajectory.

First, the convergence of the proposed algorithm is validated
by numerical results as shown in Fig. 2. We set 7' = 40 s and
N = 40. It can be observed that the iterative algorithm can
converge quickly within 10 iterations for both M = 64 and
M = 100. In addition, the average secrecy rate of M = 100
is much higher than that of M = 64.

IEEE TRANSACTIONS ON COMMUNICATIONS, VOL. 70, NO. 2, FEBRUARY 2022
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T=50s, M=64
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40

20
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Fig. 3. The trajectories of UAV in different cases of the proposed scheme
and the benchmark without IRS.

—A— Proposed Scheme
—&— Without IRS
Without Trajectory Optimization 4

28
Vi

Average Secrecy Rate (bit/s/Hz)
w

2 I I I I I I
30 70 110 150 190 230 270

T(s)

310

Fig. 4. Average secrecy rate versus the flying period 7" of the proposed
scheme and two benchmark schemes.

Fig. 3 illustrates the distribution of the legitimate and
eavesdropping users, and plots the optimal trajectories of UAV
under different cases. The benchmark that jointly optimizes the
transmit beamforming and UAV’s trajectory without employ-
ing IRS is referred to as “Without IRS”. With the given
initial and final locations, one can see that 7' = 30 s is the
minimum time required for the UAV to fly straight from the
start to the destination at its maximum speed. For the case
without IRS, it is shown that the UAV tends to be away from
the eavesdropper to avoid being wiretapped. Due to the fact
that the eavesdropper is near the legitimate user, the UAV is
also far from the user.

In contrast, for the cases with M = 64, the UAV flies
rapidly at the initial and final stages while spending most
of the period flying slowly between the users and the IRS
to improve the strengths of both the direct and reflecting
channels. In addition, the UAV’s speed is slower when
T = 100 s compared with the case of 7" = 50 s, to spend more
time between them. This is because the benefit of the joint
active and passive beamforming can be better reaped when
the UAV flies between the user and the IRS.

In Fig. 4, we compare the proposed scheme with the other
two benchmarks regarding the average secrecy rate when
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45F [—a N =64 .
—o—N=32
N =16
4 L u 5
N /’_e/e/e/(
L ——o—
351 8

Average Secrecy Rate (bit/s/Hz)

25 »///4*
k. L L L L

Fig. 5. Average secrecy rate for the proposed scheme with different number
of reflecting elements and antennas. 7" = 50 s.

considering different 7. The benchmark referred to as
“Without Trajectory Optimization” performs the active and
the passive beamforming design without optimizing the UAV’s
trajectory. From the results, one can see that the secrecy rate of
both the proposed scheme and the optimization scheme with-
out IRS (passive beamforming) increases with 7" but gradually
becomes saturated. The reason is that with larger 7' the UAV
can have more time to stay near the user and the IRS to provide
better service for the legitimate user while combating the
eavesdropping. The secrecy rate is stable with different values
of T if no trajectory optimization is applied, due to the fact that
the UAV moves uniformly between the start and the end in a
straight line. More importantly, the superiority of the proposed
scheme is demonstrated by the performance gap with the other
two benchmarks. Clearly, the IRS can improve the secrecy rate
by around 8 to 15 percent compared to the case without IRS.
In addition, a considerable performance improvement can be
found compared with the case without trajectory optimization.
Therefore, both the trajectory optimization of UAV and passive
beamforming of IRS play a significant role in enhancing the
secure transmission.

Furthermore, we plot the average secrecy rate versus the
number of reflecting elements in Fig. 5. Recall that M =
M, M, and we have M, = M, with a square IRS employed.
As expected, the results show that the average secrecy rate
increases with M, (M,). This is because with a larger size
of IRS, the passive beamforming gain of the legitimate user is
able to be more benefited without resulting in the improvement
of the eavesdropping power. By comparing the curves with
different number of transmit antennas, we can conclude that
equipping more antennas at the UAV also contributes to the
security performance for the IRS-assisted UAV transmission.
Thus, jointly deploying large-scale antennas and reflecting
elements can provide more resource for active and passive
beamforming to achieve a higher secrecy rate.

To gain more insight, we compare the proposed scheme with
a legitimate rate maximization scheme marked by Max Ry,
in Fig. 6 and Fig. 7, where the presented scheme is denoted
by Max R,. Specifically, Fig. 6 plots the average achievable
rate of the legitimate user and that of the eavesdropper versus
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Fig. 6. Performance comparison of the legitimate user and the eavesdropper
between the proposed scheme and the legitimate rate maximization scheme.
T =50 s.
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Fig. 7. Average secrecy rate versus the transmit power for the proposed
scheme and the legitimate rate maximization scheme. 7" = 50 s.

the transmit power P, with N,, = 16 and N, = 32. It is
shown that the average achievable rate of the legitimate user,
Ry, increases with P, for both the two schemes. For the
average achievable rate of the eavesdropper, R, it grows with
rising P, for the case Max Ry but keeps unchanged and is
close to zero for the case Max R,. As expected, the legitimate
rate maximization scheme achieves a little higher legitimate
rate than the secrecy rate maximization scheme due to their
respective objective functions, and the gap enlarges with P,.
By comparison, the performance of eavesdropping rate Rg
differs significantly between them, and the gap tends to be
more prominent when P, becomes higher. The much lower
value of Rp for Max R, demonstrates that the proposed joint
optimization can effectively suppress the eavesdropping and
prevent information leakage. Besides, the results show that
equipping more antennas is an effective way to improve the
value of Ry, whereas it does not affect Rp.

In Fig. 7, the average secrecy rate R, is compared for
the two schemes. Obviously, R, gets higher as P, becomes
larger for all the cases. Moreover, we can see that the
proposed scheme consistently outperforms the legitimate rate
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Fig. 8. Rate performance of the proposed scheme and the legitimate
rate maximization scheme under different number of reflecting elements.
T =50 s.

maximization scheme, and the gap between them enlarges
with increasing P,. Although the two schemes have similar
R, which increases with P,, Rp is invariant for the case
of Max R, but grows for the case of Max R;, as in Fig. 6.
As a result, the rising of R, caused by increasing P, is more
evident under the proposed scheme than the other. In addition,
the average secrecy rate can be enhanced significantly by
increasing the number of antennas from 16 to 32, which is
also consistent with the results in Fig. 6.

To further investigate the influence of IRS, we plot the
average achievable rate against the number of reflecting ele-
ments in Fig. 8. Specifically, we compare the proposed scheme
with the benchmark scheme that aims at maximizing Ry It is
observed that both R, and R, increase with equipping more
reflecting elements for the two compared schemes. It is the
same case for Ry with the objective Max Ry, whereas Rp
of the proposed scheme does not vary with the number of
reflecting elements. One can see that the legitimate rate maxi-
mization scheme achieves similar Ry, to the proposed scheme
with a relatively small number of reflecting elements. Then,
the former is higher than the latter with larger M. In terms
of the average secrecy rate, there is a large performance
gap between the proposed scheme and the benchmark, which
can be explained by the tiny gap of Ry and the significant
gap of Rp. According to the results, the proposed secrecy
transmission design is valid for all sizes of IRS and is more
beneficial to the secure UAV transmission when deploying a
large number of reflecting elements.

In Fig. 9, we intend to study the impact of IRS placement
on the security performance. Following the coordinate system
of Fig. 3, we fix the y-coordinate of IRS as y; = 0 and
plot the average secrecy rate versus the z-coordinate of IRS.
It can be seen that the location of IRS has an effect on the
average secrecy rate, R,. The results show that R, does not
increase or decrease monotonically with IRS’s x-coordinate.
The value of R, fluctuates more markedly under the case
P, = 30 dBm than the other two cases with P, = 20 dBm,
due to the higher available power. In addition, one can see
that ;7 = 50 m achieves the optimal secrecy performance
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Fig. 9. Average secrecy rate versus the location of IRS along the z-axis.
yr =0 and T = 50 s.

among the considered locations in Fig. 9 for the two cases of
P, = 20 dBm. This is mainly because the distance between
the legitimate user and the IRS is relatively short, leading
to a favorable reflecting channel. On the other hand, the
eavesdropping channel is worse than the legitimate channel
and the legitimate user can reap more beamforming gain. For
the case of P, = 30 dBm, the value of R, is the highest
when x; = —100 m, to avoid the information leakage caused
by the improved transmit power. Thus, the results motivate us
to deploy the IRS at a more suitable location based on the
practical conditions, such as the locations of users and the
antenna and power resource.

V. CONCLUSION AND FUTURE WORK

In this paper, the secrecy rate maximization problem
has been studied for IRS-assisted UAV wireless networks.
To exploit the mobility of UAV and the beamforming gain
of antennas and reflecting elements, we jointly optimize the
transmit beamforming and trajectory of UAV and the passive
beamforming of IRS. Due to the fact that the joint optimization
problem is non-convex and intractable, we decompose it into
three sub-problems and propose an iterative algorithm to solve
them alternately. Specifically, the active beamforming vectors
for UAV can be obtained directly. Then, the phase shift
optimization problem which pertains to fractional program-
ming is converted into a set of sub-problems in a parametric
subtractive form. On this basis, we proceed to handle the
UAV trajectory optimization problem, which is non-convex
thereby approximated by a convex problem. The effectiveness
of the proposed algorithm is demonstrated by the numerical
results. It is worth noticing that several challenges, such as
the endurance and stability of UAV and the accurate channel
estimation, need to be resolved in the joint design. Moreover,
the proposed scheme can be extended to a more general
scenario with multiple legitimate and eavesdropping users after
adopting proper multi-access methods and some imperative
transformations. In our future work, robust and secure designs
for IRS-assisted UAV networks considering multiple users and
imperfect eavesdropping CSI will be investigated.
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